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Our most powerful product. Prevx 3.0 will
detect, remove, and protect you from all forms
of malicious threat - including Viruses, Spyware,
Adware, Rootkits, Trojans, Worms, Keyloggers,
Bots, and more...
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Prevx 3.0 Amtimalware is a powerful security application with exceptional ability to protect, detect
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and Bots.

Prevx 3.0 Antinalware can be usedasastahf 2y S &aSOdzNARG& | LILIX AOF A2y 21
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with Windows 98, NT4, 2000, 2003, 2008, XP, Vista and even Windows 7. Both 32 bit and 64 bit

versons are available. It is also designed to be interoperable with most leading security products

including those from Symantec, McAfee, Trend Micro, CA, Sophos, Kaspersky, Panda, Bit Defender,
ESET, AVIRA, AVAST, AVG, Norman®eacure and many others.

Prevx 3.0 Antimalware has the following key features:

- Comprehensive support for all Windows environments (32 and 64 bit)
- Ultra fast, class leading scan speed
- Powerful, signaturdess rootkit detection and removal
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- Powerful, generic clean up of even advanced rootkit and malicious software
- Tiny, class leading, agent size
- Light, class leading, low system resource utilization
- Powerful antiphishing
- Support for Prevx SafeOnline a powerful layered defense mauhileh protects against
phishing , Trojans, DNS poisoning and fimatne ¢browser attacks
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- Class leading interoperability with other security applications
- Supports schedutk rapid ondemand and right click scan options
- Supports full cleanup roll back
- Simple, easy to use interface
- Powerful but simple user controls allow the user to choose the level of heuristic protection
- Unique age and spread detection controls allow therus defeat low volume and targeted
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The Prevx 3.0 Anthalware agent download is just 900 kilobytes. It installs in seconds and will scan
an average PC in arounéd2minutes on install. Once installed scan times reduce dramatically with
typical PCs being scanned in around 30 to 60 seconds.

There are 4 key elements of the Prevx 3.0 product set the Ultrafast Scan engine, the rootkit and

malicious software detection and remdvengine, the real time protection agent and Prevx
{FFShytAaySeo /2t S00A@Stes GKSaS LINPGARS | L2 6SNH
malicious software and web based threats.

Prevx 3.0 Ultrafast Scan Engine

We believe that security productsust have minimal impact on the normal use and enjoyment of
your PC and web browsing. The scan engine of Prevx 3.0 sets new standards in scan speed and in
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and registry access technology. This has the simultaneous benefits of dramatically reducing scan

times and allowing much more effective detection of rootkits and stealth malware. A key

differentiator in detecting powerful banking and information stealimgjdns and targeted malware.

Prevx 3.0 will scan an average PC in around 2 to 4 minutes immediately on installation. Thereafter,
scan times reduce even more due the caching techniques used by the scan engine. After the very
first scan a typical PC scanlwake around 30 to 60 seconds.

@, scanning..
[ Review

EX Prepare Scan Progress: 35%

{No infections found'so far)

Scanning: C\Users\Chris\appData\Roaming\nviodes.001

& Cleanup

Scanned Files:
Bad Files:
Processes:

Time Elapsed:

o
| Cancel Scan |

With ultrafast scans you will be much more likely and willing to scan your PC more often. Daily scans
taking around 20 to 40 seconds hardly affect your enjoyment of your PC at all. Once you get
confidence in the consistelytrapid scan times you will find yourself running scans whenever you

have any concerns about security, for example, before logging onto your Internet banking or when
purchasing online.

The more often you scan your PC the less time any malicious softaat® Isteal your information.
We call this reducing your Time Exposed to Danger or T.E.D.

Prevx 3.0 Rootkit and Malicious Software Detection and Removal Engine
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threat database receives billions of threat events every day and learns of more than 250,000 new
executable objects every 24 hours. The events and data that define the emergence, existence,

propagation and behavior of the these objects is correlatggyregated and reviewed in real time by
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The vast database of more than 125 million unique executable objects allows the Prevx 3.0 Rootkit
and Malicious Software Detection and Removal Engirgaickly identify infections and know
exactly what is required to remove them and restore the PC to safety and good health.

Leveraging the penetrating vision of the raw disk and registry reading technology, the Ultrafast scan
engine the detection and rema¥ engine is capable of quickly pinpointing rootkits and stealth
software hiding from the operating system services or user views of the environment.



Status

Scan Result: Infected
1 infection has been identified in your system

@ Review

= Prepare
E4 Prepar Threatldentified

’f Cleanup xpantivirus2009.exe in cusersichris\desktoph Medium Risk Malware

(s H B —
| Scan My PC Again | Cleanup Now »

& Check for Updates £ Help & Support

The detection and removal engine in Prevx 3.0 also includes a completaftaioll back feature
whichallows you to restore any program or roll back an entire cleanup, should this be necessary.

Status
4= | Undo Cleanup
E Seftings

& Tool This utility allows you to rollback specific cleanup actions taken by Prevx 3.0 in the case you
e experience system instability or did not intend to remove a component of an infection.

=
License
— Date Removed ‘ Original File Name ‘ Infection | Status |

2009-04-28 [16:08.... clusers\chris\desktopl=pantivirus2009.exe Medium Risk Malw... Quarantined

| | Remove | | View Cleanup Log |

R Check for Updates & Help & Support
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to fix issues that defeat conventional antivirus, interseturity, or enepoint protection suites.

Prevx 3.0 Redlime Protection Agent

Prevx 3.0 incorporates a powerful real time protection agent which sets new standards both in terms
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provides powerful protection with minimal impact on system performance.

The reaitime protection agent leverages the Prevx online threat database which also powers the

detection and removal engine. However, it goes much furthe@n itLIN2 § SOG A2y F 3+ Ay a i
malware. This allows it to provide strong protection against targeted, or low volume malware
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Medium Risk Malware Infection Prevented:

Infected File:
CAlzers\Chris\DesktopinfectionsWPAntivirus 2009 EXE

"~ Remoe ORI

It i highlty recommended that vou remove this threat

The realtime protection agent incorporates three separate layers of protection. A powerful heuristic

layer which attempts to identify new malicious software based on its behavipbrowser based

downloads. There are then two further layers of protection which we call age and spread. Age based
protection allows Prevx 3.0 to hold the execution of any program which is relatively new, from a few
seconds to a few days. This immedigtmakes your PC impervious to new or even unique targeted

malware during its early life. Used on its own, or in combination with Prevx 3.0 heuristics and age

controls, spread detection allows you to ring fence your PC from software which has only been se
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prefer the safety of only running software which is popular and proven to be safe.

Status
4= | Heuristics Settings
ﬂ Settings

B Tools

Advanced Heuristics - Medium " Disable Heuristics

Te— ﬂ J = Apply before Age.l"F'UpuIz.arity dele.ctiun
— " Apply after Age/Popularity detection

Program Age Heuristics Low: Only alert about programs which have been
created or modified very recently. (Recommended)

il O

Program Popularity Heuristics Low: Only alert about programs which have only
recently been seen for the first time.

ﬂ J (Recommended)

‘ Check for Updates & Help & Support

Prevx 3.0 heuristics, age and spread detection offer a powerful aiggi@ combination of defensive
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Prevx 3.0 realime protection agent does not work like an amtrus program. It does not scan files

on their creation, or whenever #y are opened. This approach is part of the reason why Prevx 3.0

avoids the overhead that significantly slows your PC down when using other antivirus and internet

security suites. Malicious software, at rest on disk, represents no immediate threat. RPevXBa NE | €
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ultrafast scan engine will also detect these programs at rest as part of its routine scan operation.



Prevx 3.0 SafeOnline

Every year hundreds of mdhs of dollars are stolen from individuals, businesses and banks. In
almost all cases the victims of these crimes are totally unaware their information has been stolen
until it is too late. In many cases victims assumed they were safe because they hat/ansaor
internet security product running when the theft occurred and no alert was raised.

Online fraud, information or identity theft is the major concern of most PC users. More than 70% of
online theft, is caused by Trojans that go undetected byvémts and internet security products.

SafeOnline is an optional component of Prevx 3.0 that provides a powerful and much needed
defense against threats that target web based activity such as online banking and Internet shopping.
Prevx SafeOnline signdiatly reduces your exposure to online fraud, information, or identity theft. It
does this without any impact on your normal Internet surfing. While you surf, shop and bank online
Prevx SafeOnline is watching to make sure that:
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- your PC really is connected to the web site you think it is

- your keystrokes are not being copied, recorded or stolen

- the contents of your web page are not being copied, recorded or stolen

- stored information in your interniecache is not being copied, recorded or stolen

- the web page being displayed has not been injected with fields to steal your information

- the contents of your clipboard are not being copied, record or stolen

- your DNS is not poisoned connectingyou to¥driy £ Qa FF 1S olFyl1Ay3 2NJ
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Prevx SafeOnline can be easily configured to protect your information on any web site you choose to
visit. It is completely browser independent and pa®s its protection with minimum fuss, alerting

you only if a threat is detected. In the case that your PC is infected with an undetected threat such as
a Trojan then Prevx SafeOnline hides your personal information allowing you to complete your
transactiors safely.

Antivirus, antimalware and internet security products are no longer enough to give you maximum
protection. Prevx SafeOnline significantly improves your safety by protecting against the threats
which otherwise would go unchecked.



